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Directions: Please fill in fields as directed below, ** indicates the required fields. After completing the form below, please email it to CEDS@netl.doe.gov.

	Effort Name:**
	Specify the name of this Roadmap effort.
	Lead Organization:**
	Provide the name of the lead organization. 
	Lead Organization Logo:
	Please provide a brief organization description. Email the organization logo as a high-resolution attachment along with this form to CEDS@netl.doe.gov.

	Lead Organization Website:**
	Please provide the lead organization website.
	Contact Name:**
	List the primary contact or principal investigator name.
	Contact Email:**
	List the primary contact’s email address.
	Contact Phone Number:
	List the primary contact’s phone number(s).
	Contact Address:
	Provide a mailing address or addresses where the primary contact can be reached.
	Other Contact(s):
	List all other contacts. Please provide names, email addresses, phone numbers, and mailing addresses where contacts can be reached. 

	Effort Start Date:
	Select the approximate date this effort was initiated from the drop down.
	Funding To Date:
	Select the appropriate funding to date category from the drop down.
	Funding Source:**
	Specify what organization(s) provide funding for this effort, if different than the lead organization. 
	Effort Description:**
	Select the effort type category from the drop down.
	
	Please provide a brief description of this effort, including links to websites, to provide more information. Please email any relevant documents along with this form to CEDS@netl.doe.gov.
	Technology Readiness: **
	If this effort is an R&D project, please specify the appropriate technology readiness category from the drop down.

	Results/
Deliverables:
	Please provide a brief description of results and deliverables for this effort. Please email deliverables related to this Roadmap effort that you would like to be made available on the ieRoadmap to CEDS@netl.doe.gov.
	Participating Organization(s):
	List all participating organizations, other than the lead organization. 
	Participating Organization(s) Logo:
	Please provide a brief organization description for participating organizations. Email organization logos as high resolution attachments along with this form to CEDS@netl.doe.gov.

	Project Mapped To:**
	Refer to the Roadmap to Achieve Energy Delivery Systems Cybersecurity document, and check below all the milestones that your project addresses.

1. Build a Culture of Security
|_| 1.1 Executive engagement and support of cyber resilience efforts

|_| 1.2 Industry-driven safe code development and software assurance awareness workforce training campaign launched
|_| 1.3 Vendor systems and components using sophisticated secure coding and software assurance practices widely available
|_| 1.4 Field-proven best practices for energy delivery systems security widely employed
|_| 1.5 Compelling business case developed for investment in energy delivery systems security
|_| 1.6 Significant increase in the number of workers skilled in energy delivery, information systems, and cybersecurity employed by industry

2. Assess and Monitor Risk
|_| 2.1 Common terms and measures specific to each energy subsector available for baselining security posture in operational settings
|_| 2.2 Majority of asset owners baselining their security posture using energy subsector specific metrics
|_| 2.3 Tools for real-time security state monitoring and risk assessment of all energy delivery system architecture levels and across cyber-physical domains commercially available

3. Develop and Implement New Protective Measures to Reduce Risk
|_| 3.1 Capabilities to evaluate the robustness and survivability of new platforms, systems, networks, architectures, policies, and other system changes commercially available
|_| 3.2 Scalable access control for all energy delivery system devices available
|_| 3.3 Next-generation, interoperable, and upgradeable solutions for secure serial and routable communications between devices at all levels of energy delivery system networks implemented
|_| 3.4 Self-configuring energy delivery system network architectures widely available
|_| 3.5 Capabilities that enable security solutions to continue operation during a cyber attack available as upgrades and built-in to new security solutions
|_| 3.6 Next-generation, interoperable, and upgradeable solutions for secure wireless communications between devices at all levels of energy delivery system networks implemented

4. Manage Incidents
|_| 4.1 Tools to identify cyber events across all levels of energy delivery system networks commercially available
|_| 4.2 Tools to support and implement cyber attack response decision making for the human operator commercially available
|_| 4.3 Incident reporting guidelines accepted and implemented by each energy subsector
|_| 4.4 Real-time forensics capabilities commercially available

|_| 4.5 Cyber event detection tools that evolve with the dynamic threat landscape commercially available
|_| 4.6 Lessons learned from cyber incidents shared and implemented throughout the energy sector
|_| 4.7 Capabilities for automated response to cyber incidents, including best practices for implementing these capabilities available

5. Sustain Security Improvements
|_| 5.1 Cyber threats, vulnerability, mitigation strategies, and incidents timely shared among appropriate sector stakeholders
|_| 5.2 Federal and state incentives available to accelerate investment in and adoption of resilient energy delivery systems
|_| 5.3 Collaborative environments, mechanisms, and resources available for connecting security and operations researchers, vendors, and asset owners
|_| 5.4 Federally funded partnerships and organizations focused on energy sector cybersecurity become self-sustaining
|_| 5.5 Private sector investment surpasses Federal investment in developing cybersecurity solutions for energy delivery systems
|_| 5.6 Mature, proactive processes to rapidly share threat, vulnerabilities, and mitigation strategies are implemented throughout the energy sector




image1.png
ie. Road map Effort Form

_______________ rolSystems dma





